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The oracle problem and the future of DeFi

Key takeaways

e Crypto-based decentralised finance (DeFi) uses “oracles” to import real-world data into blockchain
environments for use in smart contracts.

o Whether oracles can truly adhere to the complete decentralisation ethos of crypto is debatable. Even if
feasible in practice, striving for the ideal of full decentralisation leads to complex consensus protocols
that further erode blockchain efficiency.

e While introducing some degree of centralisation in oracles might boost efficiency, it also means adding
trusted parties to a system designed to be trustless. As a result, crypto-based DefFi is likely to remain the
preserve of cryptoassets only, rather than being used for real-world assets.

Introduction

Crypto-based decentralised finance (DeFi) operates under the banner of decentralisation and purports to
provide financial services in a trustless environment using decentralised consensus mechanisms. Initially,
the development of DeFi was self-referential, involving only cryptocurrencies and other types of
cryptoassets with no connection to the real world. However, over the last few years efforts to establish this
connection have been undertaken by several private companies (eg Chainlink, Chronicle, WINkLink) by
importing real-world data into blockchains for use in DeFi smart contracts. These companies are
sometimes known as “oracles”,’ and attempt to introduce real-world information to a decentralised
setting, such as the Ethereum blockchain. As external entities, oracles are not part of the decentralised
governance structure inherent in blockchain technology. In fact, many oracles have been implemented on
centralised platforms (Adler et al (2018)).

The simplest form of oracle is a single entity that is trusted to collect, record and disseminate data
from various sources. However, the coexistence of centralised oracles and decentralised blockchains
presents challenges, especially due to the potential for malfeasance. Instances of oracle manipulation in
the DeFi world are well documented. One of the largest instances occurred in 2020, when the manipulation
of the Dai stablecoin price? led to the liquidation of around $89 million on the Compound lending platform
(Chipolina (2020)). Despite the DeFi industry’s best efforts, instances of oracle manipulation have increased
substantially since then. In 2022, DeFi protocols lost $403.2 million in 41 separate oracle manipulation
attacks (Chainalysis Team (2023)).3

The obvious solution of increased regulation and supervision runs counter to the decentralisation
ethos underpinning crypto DeFi. For this and related reasons, there is little clarity on legal recourse if a
smart contract were triggered by false information (BIS (2022)), especially in jurisdictions where crypto
activities are not regulated or forbidden.

! An oracle (from the Latin oraculum) is traditionally a person who offers wise and insightful advice or makes prophetic
predictions about the future.

2 A malicious actor manipulated (upward) the price of the Dai stablecoin momentarily. This was enough to trigger the liquidation
of loan contracts that were undercollateralised due to this price manipulation.

3 Numerous other instances of oracle manipulations are reported in various sources, including academic studies (Mackinga et
al (2023)).
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One intriguing question is whether it would be technically feasible to design oracles that could
themselves be fully decentralised. If so, this would eliminate the problems introduced with centralised
external oracles. Yet implementing fully decentralised oracles that can incorporate real-world information
presents severe challenges. Indeed, some argue that such decentralisation is not only practically difficult,
but logically impossible, because it faces the inherent challenge of ensuring truthful reporting in the
absence of a single authoritative source (Garratt and Monnet (2023)). However, even if decentralising
oracles may be logically coherent, there is no doubt that efforts to reduce the need for trust in the
reporting of real-world information through consensus mechanisms can be very costly, affecting financial
resources, operational efficiency and consumer protection.

This Bulletin examines the “oracle problem” in DeFi and highlights the challenges of resolving it by
laying out the trade-off between trust and efficiency in decentralised platforms. When this trade-off is
understood, the future of DeFi in its purest sense looks bleak. Progress can be made by departing from
decentralisation and by importing trusted actors into the crypto DeFi ecosystem. However, trust is a notion
that is explicitly rejected in crypto. In any case, trust is not something that can be easily bolted onto an
otherwise trustless system. Trust in finance is foundational (Carstens (2023)). As a result, the pure form of
crypto-based DefFi is likely to remain the preserve of cryptoassets only.

Oracles

Oracles are third parties that collect and disseminate data on real-world events. They store and transmit
these data to the blockchain, enabling smart contracts to reference them in transactions. In addition to
data transmission, oracles can also perform computations based on such data, which may be too resource-
intensive to be performed within a blockchain.

Oracles and smart contracts Graph 1
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Source: Authors' elaboration.

Graph 1 illustrates how an oracle figures in the tiggering of a smart contract. In this scenario, two
developers create a smart contract that stipulates the transfer of a certain amount of cryptocurrency (CC)
based on the temperature in a specific city on a particular date.* The smart contract relies on information
on the temperature in city A, which is provided by oracle 1. Upon receiving the temperature data from
oracle 1, the smart contract triggers the transfer of CC 1 from the wallet of developer 1 to the wallet of
developer 2.

4 Typically, dates and times in a smart contract are referenced in terms of block timestamps within a distributed ledger

technology (DLT) system.
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Oracles can be classified as automated or human. Automated oracles can be further differentiated
based on the source of incoming data, such as software or hardware. Software oracles rely on application
programming interfaces (APIs) and databases to access data, while hardware oracles connect to computer
peripherals, including internet-of-things (loT) systems like probes and sensors, to retrieve information. In
contrast, human oracles capture data directly from individuals or groups of individuals.

Oracles can also be categorised based on their function as connections into or out of a DeFi system.
Inbound oracles act as data gateways, retrieving and delivering information from external sources into the
DeFi system. Outbound oracles serve as conduits, transmitting data from the DeFi environment to external
parties, fostering interoperability and expanding the reach of DeFi.

The oracle problem in DeFi

Oracles embed varying degrees of trust depending on their level of centralisation. Oracles with a high
degree of centralisation rely on a single data source or have a single person/entity responsible for
transmitting information to the platform. However, this reliance on a single source leaves room for
manipulation when the data source is not trustworthy.

Graph 2 provides a hypothetical example of an oracle manipulation. Building on the example in
Graph 1, developer 1 could, say, bribe oracle 1 to report a temperature below 10°C, even though the actual
one is above so as to receive a payment from developer 2.

The oracle problem Graph 2
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These manipulations pose a significant challenge to the potential benefit of tokenisation. As discussed
in BIS (2023), tokenisation and the use of smart contracts has the potential to mitigate the problems
plaguing trade finance by implementing contingent payments. These payments can alleviate creditors’
concerns about the borrower's actions. However, if the data used to direct contingent actions are
unreliable due to oracle manipulations, the original financing problem persists.

DeFi versus TradFi

Risks associated with the oracle problem in DeFi may be worse than data reporting risks in traditional
finance (TradFi). First, the anonymity of agents in a DeFi setting may increase incentives for malicious
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behaviour. In TradFi, when manipulations are detected, the identities of the manipulators are typically
revealed, and those individuals are held accountable for malpractice. The open and transparent nature of
DeFi may make detection easier, but the inability to identify and punish responsible individuals may, on
balance, still make DeFi systems that are reliant on oracles more susceptible and prone to manipulation.
Retail investors are already at more risk of losses in crypto shocks (Doerr et al (2023)). In the potential
scenario in which DeFi becomes mainstream, retail investors might be at a much higher risk of experiencing
losses and may face challenges in identifying and protecting themselves from potential market
manipulations within the DeFi space.

Second, the lack of regulation or oversight of oracle providers makes recourse less clear in DeFi.
Although there are legal challenges surrounding information falsification in TradFi (Strimling and
Talley (2014)), established legal systems provide a better basis for assigning penalties, compensating
victims and, in some cases, clawing back funds.’

Third, the terms of smart contracts and the data inputs they reference on the blockchain are
immutable, which makes errors or illegal actions more costly than in TradFi settings. Once data are
incorporated onto the blockchain, they cannot be corrected, and all smart contracts that reference that
data will continue to do so. Returning to the example in Graph 2, one might imagine that this smart
contract was written to make repeated payments, say, every day for a year, based on the temperature in
city A on 1 February 2030. Even if it were immediately discovered that developer 1 had chosen an oracle
strategically or tampered with the thermometer used to provide the temperature (ie oracle 1 was
compromised), there would be no way to change the temperature once it was validated on the platform
or to stop the contract from continuing to pay out based on the false information. Similarly, in the event
of a change in conditions or behaviour that renders the contract void, there is no recourse if the terms are
not present in the smart contract at the point it is deployed. In a fully decentralised ecosystem, the arbiter
of truth is the consensus on-chain.

Living with the oracle problem: the role of trust and governance

The oracle problem highlights two main shortcomings of decentralisation, one operational and one related
to trust and governance.

In the operational realm, addressing the oracle problem through full decentralisation involves
developing robust mechanisms to verify and validate data obtained from oracles, implementing reputation
systems for oracles, utilising multiple oracles for redundancy and cross-verification, and exploring
innovative approaches to enhance the reliability of real-world data incorporated into blockchain systems.

Solutions addressing the oracle problem that maintain a high degree of decentralisation often come
with trade-offs in terms of transaction efficiency and scalability when compared with more centralised
alternatives. For example, decentralised oracle networks distribute the oracle function across multiple
independent nodes, dimishing the need for a single trusted party. However, this approach adds layers of
complexity to existing consensus mechanisms, resulting in reduced transaction efficiency. This challenge
of balancing scalability and efficiency is not new to oracles. Layer 2 protocols, such as state channels and
sidechains, have been introduced to enable faster off-chain computation and data processing. By moving
certain operations away from the primary blockchain, these layer 2 solutions tilt towards centralisation to
achieve greater efficiency, highlighting the inherent trade-off between decentralisation and system
performance.

However, these technological solutions still do not fully address the shortcomings of decentralisation
related to institutional trust and governance. To clarify this concept, it is useful to differentiate between
two types of trust: trust in competence and trust in intentions (Nooteboom (2007)). Trust in competence
relates to people’s capacity to implement a particular domain of expertise, whereas trust in intentions

> For a discussion on dispute resolution and arbitration outside the legal system, see Ast and Deffains (2020). On the specific
case of decentralised dispute resolution services (DDRS), see Sims (2021).
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relates to whether individuals or institutions are fair and ethical. A well functioning governance structure
requires both trust in competence and trust in intentions.

Decentralised consensus protocols, the governance structure at the core of DeFi, can technically
ensure trust in competence, though with some limits. Within DeFi, these consensus protocols determine
the validation and approval of transactions. This validation is governed by a set of rules established by a
governance structure. This structure grants voting rights to holders of governance tokens that are
distributed through various mechanisms, including contributions to the protocol or staking. Although
there are varying degrees of decentralisation and influence in the governance process that determine
changes to protocols, the goal of consensus protocols is to ensure that rules are applied equally by any
validator. Validators implement the domain of expertise defined by DeFi’s governance structure, therefore
suggesting that trust in competence exists.

Trust in intentions, on the other hand, encompasses a broader concept that cannot be fully captured
by consensus protocols and that can only be provided by a more complex governance structure that
ensures fair and ethical outcomes. For example, DeFi consensus-based decision-making can lead to
irreversible transactions, even in cases of malpractice. This irreversibility is determined by the rules agreed
upon by a few governance token holders, rather than the entire society. It represents a system where a
select few rule over the finality of transactions for the many, which deviates from the broader, inclusive
application of the rules. This is not to say that traditional systems are always flawless, fair and ethical.
However, they are built on the assumption that fairness and ethics can be pursued — a bedrock of trust in
competence and intentions.

DeFi may evolve to include extensive governance rules and well defined smart contracts, but due to
the unknown nature of all states of the world, it is not feasible to predict and encode all rules of
engagement in computer code (see Wilkins (2022)). Even if such an ambitious task were accomplished,
the absence of accountability in DeFi could result in undesirable outcomes for society, potentially leading
to financial instability, requlatory challenges and the erosion of trust in decentralised systems.

Conclusion

Smart contracts in DeFi rely on accurate reporting of real-world events to function correctly. The oracle
problem poses a challenge of incorporating reliable real-world information into DeFi applications while
maintaining the core principles of decentralisation: trustlessness and no single point of failure
(Egberts (2017)). Achieving these core tenets of decentralisation has two main implications. First, it
introduces inherent inefficiencies due to the decentralised consensus mechanism. Second, it underscores
a notable limitation of DeFi, which requires sacrificing trust in intentions (whether individuals or institutions
are fair and ethical) that cannot be fully captured by consensus protocols. This restricts the scope of DeFi
to communities that are willing to rely solely on trust in competence. An alternative way to achieve the
same objective of leveraging the technological benefits of programmable platforms (BIS (2023)), which is
fit for purpose, is to build on a centralised system whose bedrock is trust.
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